ABSTRACT Recent years have witnessed increasing research interest in human behavior recognition as it provides attractive applications in various sensing scenarios. Among these encouraging implementations, device-free behavior recognition based on WiFi channel state information (CSI) has attracted significant attention due to the popularity of WiFi devices and abundant channel characteristics from CSI. Meanwhile, the CSI signal provides us with additional benefits because it can propagate through a wall. This throughthe-wall and device-free scheme not only enables us to identify specific human actions but also to infer person activities by collecting the data from different rooms. This paper presents a survey on the stateof-art progresses in device-free through-the-wall human behavior recognition based on CSI. Specifically, this paper first introduces the basic concept of CSI and describes the signal variation caused by human behavior. Then, it illustrates that different human behaviors can cause signal transformation. Therefore, the unique map relationship between action and signal variation can be leveraged to recognize human behavior. Next, it provides the general architecture of through-the-wall behavior recognition and highlights its core characteristic. It investigates the state-of-art applications in various scenarios and analyzes specific design schemes and implementations. Afterward, it discusses the various across wall applications and makes a detailed comparison between non-through-the-wall and through-the-wall applications. Meanwhile, it analyzes many factors that affect recognition accuracy and emphasizes performance differences under across wall scenarios. Finally, this paper concludes by summarizing the issues and challenges faced and providing insights into the possible solution and future research trend.
I. INTRODUCTION
Recent years have witnessed rapid progress of human sensing techniques. These promising sensing techniques enable us to achieve widespread human action sensing and activity monitoring, which increasingly expand sensing areas and implement several attractive applications [1] . Traditional monitoring methods usually require a participant to wear or attach some sensors, which limits its application environments and leads to long-time monitoring unavailable [2] . Therefore, device-free sensing systems are drawing more attention since they can address the problems mentioned above [3] . With device-free human sensing, we can
The associate editor coordinating the review of this manuscript and approving it for publication was Siddhartha Bhattacharyya. achieve more accurate monitoring without disturbing participants. Meanwhile, many new action sensing technologies are continuously emerging, which enlarges signal acquisition range and enriches measurement data. For example, human behavior sensing applications based on light, acoustic, video and radio frequency (RF) are becoming hot research topics due to their device-free feature. These sensing techniques help us to achieve long-time monitoring in the non-intrusive pattern [4] . With these various novel sensing approaches, we can develop many attractive applications, such as smart home, health monitoring, gesture tracking, virtual reality, and social networks [5] .
There are quite a number of promising applications in many different research areas. Based on the research purpose of this paper, we focus on the behavior recognition based on WiFi CSI signal. In order to introduce the related background effectively, we classify the state-of-art applications into three groups. We first introduce various applications based on nonWiFi devices. Then we concentrate on the WiFi devices and present the common line of sight (LOS) and non-line of sight (NLOS) applications. Finally, we offer attractive through-thewall applications based on WiFi.
A. NON-WIFI BEHAVIOR RECOGNITION
There are various behavior recognition applications based on different types of signals. We consider the existing studies using non-WiFi signal and categorize the signal sources into four groups, including light, acoustic, video, radio frequency (RF). We introduce the fundamental principle of behavior recognition based on these signals and present their typical applications.
Recently, there is an increasing research interest in treating light as a sensing signal to realize human behavior recognition. Many applications based on light have been proposed, such as human posture recognition [6] - [8] , occupancy counting [9] , and hand posture identification [10] . The basic principle of these systems is that human posture may block light propagation and generate a shadow and this shadow can be measured by a set of photodiodes. The unique relationship between shadow and human posture can be built and explored to develop the sensing system.
Currently, various novel acoustic applications have been developed, such as gesture tracking [11] - [13] , hand gesture detection [14] - [16] , sports activities recognition [17] , physiological indicators detection [18] , [19] , and keystroke detection [20] . The fundamental principle of these systems is that speakers and receivers can be used to emit and receive acoustic signals. These systems exploit the variation of the received signal, time of flight (ToF), and Doppler effect to recognize human behaviors [14] , [21] , [22] . Besides, there are some through-the-wall applications with an acoustic signal. For example, Nandakumar et al. [23] propose a novel method for multiple behavior recognition of different motions with the sound signal. It uses a smartphone as a transceiver to emit an inaudible signal and receive the reflections of a signal caused by humans. It can identify several rhythmic motions including pumping arms, jumping, and supine pelvic tilts.
Human behavior recognition based on video technology has been widely studied in recent years. Herath et al. [24] present an extensive review of human action recognition based on the video. This survey compares the differences of feature extraction between handcrafted representation and deep learning approaches and presents various applications. Borges et al. [25] first categorize human activities into the following groups including gestures, actions, behaviors, and interactions, and then provide their definition.
We consider the radio frequency identification (RFID) and ultra-wideband (UWB) signal because they are widely used in behavior recognition. With extensive studies and the low cost, RFID-based technique is easily deployed and achieves satisfactory performance in some applications, such as object tracking [26] , hand gesture recognition [27] , [28] , falling detection [29] , and activity recognition [30] . Yang et al. propose Tadar [31] in 2015, a target tracking system. It attaches many RFID tags on the wall and receives signal reflections caused by a moving target. Ultra-wideband (UWB) holds the characteristic of penetrating walls and can be used to throughthe-wall detection. Amin et al. [32] introduce the principle of through-the-wall radar and exhibit various applications. Li et al. [33] propose a human behavior recognition system under through-the-wall scenarios with UWB and deep learning. It evaluates the system with multiple people breathing and walking behind walls.
B. WIFI-BASED BEHAVIOR RECOGNITION IN NON-THROUGH-THE-WALL SCENARIO
We present behavior recognition based on WiFi signal in this part and introduce the contents from signal types and their corresponding applications.
With the widespread deployment of WiFi devices, we can access WiFi AP and obtain wireless signal description including received signal strength (RSS) and CSI. RSS is coarse-grained information about communication links while CSI provides us with fine-grained information about the communication channel state [34] . RSS can be measured easily with most communication devices while CSI cannot be directly measured with commercial off-the-shelf (COTS) devices. Fortunately, CSI can be measured by modifying the device driver on Intel 5300 network interface card (NIC) [35] , Atheros 9580 [36] , and Atheros 9390 [37] . According to RSS [38] - [42] and CSI [34] , [43] - [47] , we introduce some state-of-art applications, such as indoor localization [34] , [38] , [39] , hand gesture recognition [40] , activities recognitions [41] , [42] , [44] , [45] , falling detection [46] , people counting [43] , and keystroke recognition [47] .
Wilson et al. [39] first propose the concept of radio tomographic imaging (RTI) with a number of wireless sensor nodes based on RSS. It locates a person in the area of RF coverage by imaging the attenuation of wireless signal caused by the target. It proposes a line model for depicting the RSS to acquire images of moving objects. Haseeb [40] is a touch-less hand gesture recognition system using RSS on smartphones. It first collects RSS, segments and normalizes the data, and then feeds data into LSTM (long short-term memory) and RNN (recurrent neural network) to identify hand gestures. Wang et al. [42] propose a device-free wireless localization and activity recognition (DFLAR) based on deep learning using RSS. It leverages a sparse autoencoder to learn signal features and feeds them into a machine learning framework to estimate the locations, activities, and gestures.
Besides RSS, CSI is another important wireless signal to recognize human behavior and has been used to identify human behavior. For example, Xi et al. [43] propose a device-free crowd counting, called device-free crowd counting (FCC), based on CSI. It leverages the monotonic relationship between the number of moving persons and the variation of the wireless channel. It can effectively recognize ten moving persons with the Grey Verhulst Model (GVM). Wang et al. [44] propose a CSI based human activity recognition and monitoring (CARM) system to depict the physical model of CSI variation. Wang et al. [45] propose a device-free location-oriented activity recognition system called E-eyes using CSI. It can identify eleven types of in-place activities and eight types of walking activities. WiFall [46] is a CSI-based device-free falling detection system. It utilizes signal frequency changes as an indicator of sharp falling to reconstruct the signal propagation model and employs support vector machine (SVM) to identify falls. Reference [48] leverages amplitude and phase information from multiple channels to form radio images and utilizes deep learning to extract feature. This pattern can effectively extract discriminative features from radio images because deep learning model can automatically obtain helpful information. Besides, this system exploits deep learning model to implement localization and activity recognition, and tests many daily activities at two experimental environments. WiKey [47] is a keystroke recognition system based on CSI using softwaredefined radio (SDR) platform. It identifies keystrokes by using a set of trough frequency between different antenna pairs.
C. WIFI-BASED BEHAVIOR RECOGNITION IN THROUGH-THE-WALL SCENARIO
It is obvious that environments seriously affect the signal propagation of WiFi signals and change behavior recognition accuracy. When considering the through-the-wall application, walls exert more effect on the behavior recognition because CSI signal power is seriously attenuated and the signal waveform is evidently altered. It is a challenging problem to leverage CSI variation to achieve human behavior recognition because the signal variation rules are difficult to depict. Although there have been a quite number of studies about human behavior recognition based on CSI, the throughthe-wall applications are still very deficient compared with non-through-the-wall applications because the wall leads to a complicated impact on recognition accuracy.
In this part, we investigate the state-of-art applications based on WiFi CSI and divide them into main components, as shown in Table 1 . This table depicts the core characteristics of these applications and provides us with a comprehensive comparison. We analyze these applications from different aspects, such as test equipment, the number of participants, signal preprocessing, experimental environments, types of behaviors, classification methods, and system performance.
Through-the-wall sensing has drawn more attention as it enables us to implement effective and accurate monitoring of human activities. Many potential applications will benefit from the powerful capability across different rooms, such as elderly people surveillance, intruder detection, and emergency rescue. Therefore, it is crucial to choose a suitable signal that can penetrate the wall and sense the target movement. Fortunately, many signals meet these requirements, such as RFID, acoustic signal, and WiFi. Here, we introduce some representative through-the-wall applications based on WiFi CSI. There are various applications that utilize the penetration feature of WiFi signal, such as daily behavior recognition [45] , [49] , [50] , physiological indicators detection [51] , [52] , crowd counting [53] , [54] , hand gesture recognition [55] , falling behavior detection [56] , smoking activities detection [57] and human detection [58] , [59] , objects tracking [31] , body part identification [60] , multi-person localization [61] , and person detection [62] , [63] .
Next, we investigate some through-the-wall applications using the WiFi signal. We categorize them into three groups based on signals including RSS, CSI based on COTS devices, and CSI based on SDR.
Depatla et al. [54] propose a crowd counting system that works under through-the-wall scenarios with RSS. It utilizes inter-event times linking with the signal dips for person counting. It validates the system performance with walls made of different material under five different regions. Wilson et al. [62] propose a novel method for imaging, locating, and tracking target behind walls using variance-based radio tomographic imaging (VRTI) with RSS. It measures the variance of RSS caused by motion and presents a statistical model to depict the corresponding relationships.
Xiao et al. propose a CSI-based indoor localization system, called AmpN [59] . This system adopts the back propagation (BP) neural network and K-Mean algorithm to achieve real-time LOS/NLOS identification. Zhu et al. propose WiseFi [64] , a device-free activity localization system based on CSI amplitude and phase. This system identities activity's location by the angle-of-arrival (AOA) model and achieves excellent performance. Domenico et al. [65] propose a through-the-wall (TTW) presence detection system. It extracts the mean Doppler spectrum features on CSI and utilizes naive Bayes classifier to detect both stationary and moving persons. Wang et al. propose a breathing estimation system, called TensorBeat [52] , based on CSI phase difference data. It gets the variation cycle of the CSI signal from the chest movements of multiple people breathing.
At present, SDR is another CSI signal collection device besides COTS. Because more parameters can be adjusted using SDR, many researchers utilize these devices to develop many remarkable through-the-wall applications. For example, WiSee [66] is a novel gesture recognition system based on the WiFi signal. It extracts Doppler shifts of orthogonal frequency division multiplexing (OFDM) signal emitted from USRP-N210 device. WiHear [67] is a CSI-based mouth movement identification system. It detects and analyzes radio reflection caused by mouth movement by leveraging Mouth Motion Profile. This method utilizes multipath effects and wavelet packet transformation to extract information. It provides us with potential applications implementing real-time tracking and continuous hearing. Vital-Radio [68] is a breathing monitoring system using frequency modulated continuous wave (FMCW) radio. It leverages phase variation of a wireless signal caused by chest movement due to respiration and skin vibrations due to heartbeats. RF-Capture [60] is a human figure capture system with RF through the wall. It leverages a 2D antenna array to send and receive FMCW chirp signal with a USRP device. While these SDR devices exert more control on the signal generation and data measurement, they usually need more deployment cost.
Compared with bespoke devices, COTS devices have many advantages such as wide availability and zero-cost deployment. Therefore, they have been widely used in throughthe-wall human behavior recognition applications based on WiFi CSI. As shown in Table 1 , most applications employ COTS devices. We present a detailed comparison of typical applications to clarify the characteristics of each application in Table 1 . More analyses are presented in section IV.
Based on the above introductions, we find that CSI-based human behavior recognition applications are increasingly emerging while through-the-wall applications are still very deficient. Some related surveys on CSI-based behavior recognition have been released and they focus on many different types of research topics, as shown in Table 2 . For example, Wu et al. [3] concentrate on differences of pattern-based and model-based approaches, and Yousef et al. [74] pay more attention to phase sanitation and apply the deep learning algorithms to recognize human moving. Reference [73] surveys behavior recognition from the view of activity granularity while [77] analyzes CFR power changes caused by person movement and discusses the coarse-grained and fine-grained behavior recognition. References [75] , [76] , [78] - [80] focus on behavior recognition frameworks, analyze signal processing methods, and present various applications. Among these surveys, Jiang [78] and Khalili [79] et al. only introduce a few through-wall behavior recognition cases or applications. As far as we know, no survey focuses on analysis and discussion of through-the-wall applications based on CSI. Therefore, there is a pressing need for the survey on through-wall human behavior recognition, which can overview the factors related to across walls. This paper investigates the state-ofart applications in through-the-wall scenarios, surveys the signal processing methods, analyzes the system performance, and presents a detailed discussion on the current behavior recognition applications based on CSI.
The contributions of the paper can be summarized as follows. Firstly, we present the reviews of recent progress in device-free through-the-wall human behavior recognition based on WiFi CSI. To the best of our knowledge, this paper is the first survey on behavior identification about the specific through-the-wall scenario with CSI. Secondly, we analyze the state-of-art applications and give the general framework that contains the main structure of a typical through-thewall system. We select representative systems from different application types and make extensive comparisons including experiment devices, signal preprocessing, participant number, conducted behaviors, classification algorithm, and system performance. Finally, we present a comprehensive discussion from some aspects that affect recognition accuracy and provide performance evaluation from different throughthe-wall scenarios.
The rest of the paper is organized as follows. In Section II, we introduce the basic concept of CSI and the principle of human behavior recognition based on CSI. In Section III, the general signal processing methods of the through-the-wall applications are presented. The state-of-art and representative applications under across wall scenarios are reviewed in detail and the extensive comparisons are presented from signal processing to classification methods in Section IV. Section V presents the discussion about the different factors that determine recognition accuracy and evaluate the system performance from the above factors. Faced challenges, open issues, and future research trend are given in Section VI. Finally, the conclusion is made in Section VII.
II. PRINCIPLE OF THROUGH-THE-WALL HUMAN BEHAVIOR RECOGNITION BASED ON WIFI CSI A. BASIC CONCEPT OF CSI
CSI is a metric that describes the channel characteristics of a wireless communication link [73] . It describes attenuation factors in each transmission path during signal transmissions, such as signal scatter, environmental attenuation, and distance attenuation. Therefore, CSI provides many advantages of more transmission information, excellent stability and fewer impacts of the environments.
In the IEEE 802.11n/ac standards, CSI is measured and parsed from the PHY layer by OFDM technology. In the frequency domain, the wireless channel can be described as:
where H is the channel matrix representing CSI information, Y and X are received and transmitted signal vectors, respectively, and N is an additive white Gaussian noise vector. According to the formula (1), H can be expressed as [81] :
where H (i) represents the value of CSI for the i th subcarrier, which includes the amplitude and phase of CSI, |H(i)| and H (i) are the amplitude and the phase of the i th subcarrier, respectively.
At present, the wireless devices in IEEE 802.11n/ac standards usually use multiple-input multiple-output (MIMO) technology, which enhances the diversity gain, array gain, and multiplexing gain, and reduces the co-channel interference at the same time [74] . Usually, we can measure 30 subcarriers from an antenna of Intel 5300 NIC. If we adopt two antennas, we can get 6 data streams from each data packet with 30 subcarriers. According to MIMO systems, the CSI can be expressed as:
. . . . . . . . .
B. PRINCIPLE OF BEHAVIOR RECOGNITION
The human motion has complex impacts on the propagation of WiFi signals (see Fig. 1 ), which causes channel VOLUME 7, 2019 multi-path effects and resulting in different CSI streams at the receiver. Then, human behaviors can be recognized by correlating the different behaviors with the corresponding channel distortion patterns. As shown in Fig. 1 , according to the Friis free space propagation equation [82] , the expression of the received power is as follows.
where d is the direct distance between AP and PC, h is the distance between reflection point and the direct path, and approximates path length variation caused by human interference. In addition, P t and P r are the transmitting and receiving power, respectively, λ is signal wavelength, and G t and G r are the transmitting and receiving gains, respectively. From the formula (4), the received power is inversely proportional to the square of the propagation path, that is to say, the greater the distance, the smaller the receiving power and the more difficult the sensing. In addition, h and also cause crucial influence for the received power, which means that the walls interfere with WiFi signal propagation seriously. Therefore, through-wall human activity recognition application based on CSI has to face more challenges than non-through-wall application. The existing through-wall behavior recognition research and applications are mostly based on patterns due to the complex environmental factors.
In the frequency domain, the channel frequency response H (f, t) is as follows.
where Y (f, t) and X(f, t) refer to the received and sent signal, respectively. a k (f , t) refers to the attenuation and initial phase offset of the k th path, e −j2πf τ k (t) is the phase-shift on the kth path, and e −j2π ft refers to phase difference caused by carrier frequency difference at sender and receiver. As shown in Fig. 2 , according to the influence of human behavior on signal propagation, we divide the propagation paths into two categories such as static path and dynamic path. Dynamic path frequency state response H d (f , t) is as follows.
where P d refers to a total dynamic path, λ is the wavelength, d k (t) refers to the length of the k th path at time t. Then the total CFR power is as follows.
where H s (f , t) refers static path frequency state response. When a user moves at a constant speed v k (t), the length of the k th path at time t refers to
Then the instantaneous CFR power in time t can be defined as: (8) and formula (9), we can acquire a crucial view: the total CFR power is the sum of a constant offset and a set of sinusoids, where the frequencies of the sinusoids is a function of the velocity of path length changes. By measuring the frequency of the sinusoidal function and then multiplying it by the carrier wavelength, we can calculate the speed at which the path length changes. The perception and analysis of human behavior can be realized when correlating user motion velocity with the changing of CSI.
In this section, we introduce the concept of CSI and the fundamental principle of behavior recognition based on CSI. We also present the physical model to depict wireless signal propagation. Complicated indoor environment affects signal waveform and exerts significant impacts on behavior recognition. Therefore, most human activity recognition applications using CSI employ pattern-based methods.
III. CSI-BASED THROUGH-WALL BEHAVIOR RECOGNITION FRAMEWORK AND GENERAL METHODS
In this section, we present a general framework for throughthe-wall behavior recognition using CSI based on COTS WiFi devices. As shown in Fig. 3 , it comprises four parts, such as data collection, signal preprocessing, feature extraction, and activity classification.
Generally, CSI data from the access point (AP) are measured on the PC that runs the modified NIC driver. The AP usually contains some antennas, which form multiple data streams from AP to PC. The frequency of data packets from AP can be adjusted according to experimental needs. After collecting CSI data, data preprocessing is applied to obtain more accurate data. For example, we can apply different types of filters to remove the noise of different frequency. Besides, some more effective denoising methods are employed to suppress the ambient noise and device interference, such as principal component analysis (PCA). When conducting a frequency domain transform, some frequency resolutions may be too low to acquire the accurate data description. Therefore, discrete wavelet transformation (DWT) usually can be utilized because it can enhance frequency resolution and provide more useful information. After preprocessing the data, the noise is eliminated and smooth data are required. Next, the continuous CSI data streams usually are separated into segmentation based on the variation of frequency or amplitude. Each fragment usually contains a whole action or a respiration cycle. Therefore, these segmentations can be leveraged to depict the duration of activities or the rhythm pattern of actions. We can exploit this duration to calculate the velocity of a walking man or estimate the respiration rate of participants.
After signal preprocessing, we extract features reflecting action characteristics by using statistical methods, manual selection or automatic generation methods such as deep learning. The features may come from the frequency domain, time domain, or a combination of them. The dimension of the feature can be set based on experimental needs and computational restrictions. Finally, we employ classifier to identify human behavior. The behavior recognition usually is a classification problem and can be implemented by using threshold setting or general machine learning algorithm, such as SVM, k-nearest neighbor (KNN), dynamic time warping (DTW). The parameters of the model can be obtained by using a formula calculation or training procedure. Besides, many neural network methods can be exploited to extract feature or achieve classification because they can automatically finish these works without manual parameter adjustment. For example, self-organizing maps (SOM) can automatically categorize the data into many clusters based on given features. In summary, this architecture gives us a general description of an across wall application based on CSI. Because the CSI data measurement is very simple and does not involve signal processing technique and algorithm, the above concise introduction is enough to understand CSI data collection. Therefore, we explain the framework of behavior recognition as the following three parts.
A. SIGNAL PREPROCESSING
In general, the premise of accurate behavior recognition is to acquire precise data representing human behavior. As we know, measurements of CSI comprise helpful signals, disordered noises and a few outliers due to a complex environment, signal interference, and some moving persons. Thus, the methods of data preprocessing are significant since it can remove outliers, filter noises, and retain valuable data. Currently, various signal preprocessing methods can be used to implement noise removal, data interpolation, and data segmentation. Here, we focus on the noise elimination and data stream separation.
1) DENOISING
Many noise filter methods have different characteristics and serve in different areas. We concentrate on these methods that can quickly eliminate invalid data and reserve helpful information reflecting behavior details. Here, we introduce some simple and effective algorithms including Hampel filter, PCA, low-pass filter, and DWT.
a: HAMPEL FILTER
Hampel filter is a simple and useful algorithm to eliminate outliers which are far from the median or adjacent data values [83] . Specifically, it finds the outliers and replaces them with the mean of data by utilizing a moving average window, which removes the negative effects caused by these invalid data. In the case of CSI signal, Hamel filter eliminates outliers caused by hardware devices and sharp environment variation. However, it usually fits signals that only have Gaussian noise [77] since it judges the outliers using expectation and variance of some adjacent samples.
b: LOW-PASS FILTER
The frequency of human activities usually is limited in the lower frequency, which causes low variation frequency of CSI signals. Therefore, many high-frequency noises and constant value can be removed using a low-pass filter. Although this method can eliminate most of the impulse and burst noise, there still are some noises that cannot effectively be removed, which come from the internal state of NICs of sender and receiver or environment variation [75] .
c: PCA
Principal component analysis is a statistical procedure to reduce data dimensionality or decrease computation complexity [84] . Specifically, it utilizes an orthogonal transformation to convert a matrix, usually comprised of several observation samples, into some linearly uncorrelated eigenvectors, called principal components. After sorting these transformed vectors according to corresponding variances called eigenvalues, we may argue that the front vectors can represent the observations due to their large eigenvalues. In the applications of CSI, if we discard the first vector stemming from noise and keep the rest components, PCA serves as noise removal. It has been utilized in the following literature [85] , [86] . Differently, if we just keep the first some representative vectors and neglect the rest, PCA acts as feature extraction, as shown in NotiFi [70] .
d: DWT
Discrete wavelet transform is a wavelet transform which discretizes the scale and translation of basic wavelets. It can capture both frequency and time information of data and depict data with the recursive high-frequency resolution with repeated decomposition. This method overcomes the shortcomings of the traditional Fourier transform and is widely used in image processing to eliminate signal noise and extract useful image edge information. In the CSI applications, we apply it to decompose the CSI signal into high-frequency (detail) coefficients and low-frequency (approximation) coefficients. The dynamic threshold is applied to the high-frequency coefficients to eliminate noise factors. We reconstruct the clean signal by utilizing the coefficients of low-frequency. If the detail coefficients stem from noise, DWT can serve as noise removal as illustrated in WiGest [87] and WiFinger [88] . Differently, if the coefficients contain core features, this method can act as feature extraction, as depicted in WiKey [86] .
e: DATA INTERPOLATION
Data interpolation is another signal preprocessing method to acquire smooth and even samples. Rather than removing some error samples or filtering some frequencies, it supplements some missing samples from packet loss, transmission delay, etc. Specifically, adding average computed values from adjacent samples to the time slot missing data, it constructs even CSI time sequences and removes data clustering and fuzzy measurements, which improves data accuracy. Usually, linear interpolation may be applied for its simplicity and effectiveness [57] .
2) DATA SEGMENTATION
Human behavior affects the propagation of WiFi and different behaviors cause a distinct variation of CSI signals. In order to identify human behaviors with classifiers, we must first identify the start and end point of variation of CSI generated by human behaviors. In other words, we must first separate the CSI stream into a series of segmentation which reflects the whole human action.
Human actions cause the variation of CSI, leading to the peaks or troughs of subcarrier during actions. Especially, apparent rise or drop of CSI amplitude along with time can be utilized to identify the start and end point of action. Furthermore, one action generates distinct effects on the different subcarriers, and different actions cause a unique variation on one subcarrier. This appealing characteristic can be explored to segment CSI stream and recognize human behaviors. In other words, the peaks or troughs of the subcarrier are used not only to identify the beginning and end of the motion but also to determine the candidate action label.
In TW-See system, as shown in Fig. 4 , we find that different actions cause drastic waveform changes and the start and end point can be spotted during a small-time span. Although we can easily notice from Fig. 4 , how to efficiently recognize it from CSI stream is an important problem. Usually, statistical features based on sliding window are employed due to its similarity and effectiveness. For example, in Fig. 4 , a normalized variance algorithm based on sliding windows is applied to identify the end of activity time. In WiHACS [69] , this system uses an adaptive windowing to segment CSI signals from human activity's start and end. In RT-Fall [56] , this system uses a threshold-based sliding window method to determine the phase difference state and separate the fall and fall-like activities.
B. FEATURE EXTRACTION
Feature extraction is a conversion of original information [77] , which usually changes the types of the measured data. With feature extraction, we can acquire more meaningful and non-redundant data and interpret the data meaning effectively. In addition, feature extraction usually is dimen- sion reduction process, facilitating data analysis and computation effectiveness.
Usually, behavioral fragments consist of large data including various noises and useful data, which lead to low recognition accuracy and huge computation cost. Therefore, feature extraction not only accurately describes data but also effectively removes noises. Feature extraction plays a vital role in CSI recognition approaches. Currently, there have been several features to be extracted, such as statistical characteristics and time-frequency diagram.
1) STATISTICAL CHARACTERISTICS
Statistical characteristics refer to the analysis and calculation of original data using statistical methods. The common formula is given in Table 3 . According to signals properties, statistical characteristics are divided into two categories, such as time-domain features and frequency-domain features. We can calculate the statistical features based on the original time domain data. Similarly, we can also get the statistical results based on the frequency domain data after Fast Fourier transformation (FFT) of time domain data. Some behavior recognition applications utilize statistical characteristics, such as WiHACS [69] . WiHACS adopts statistical features to identify seven through-wall human behaviors, such as sitting, walking, falling, etc. 
2) TIME-FREQUENCY DIAGRAM
Simple time domain or frequency domain only contains one-dimension information, which often cannot accurately describe the data feature. Therefore, more feature descriptions are needed. Time-frequency diagram depicts the relationship between time and signal strength on all frequencies, addressing the shortcomings above. Specifically, we can transform motion signals into a two-dimensional color image using original data. The time-frequency diagram contains the time, frequencies and corresponding amplitudes, exhibiting the unique relationship between human behavior and frequency variations. As shown in Fig. 5 , this time-frequency diagram illustrates the time index, subcarrier index, and signal amplitude values that represent human motions. According to the energy changes of different frequencies along with time, specific behaviors can be identified according to behavior pattern built. The time-frequency diagram can accommodate continuous action series and coarse-grained recognition in CSI applications according to Smokey [57] . This system applies a time-frequency diagram to detect smoking activities with 92.8% accuracy.
C. ACTION CLASSIFICATION
Currently, most behavior recognition applications exploit the classification algorithm to identify the action type. Specifically, the question can be described as how to determine the type of a new action observation given a set of observations and their labels. Generally, we choose a few participants conducting some specific actions to evaluate algorithm performance. Therefore, the question can easily be interpreted as a classification problem. Fortunately, there have a number of algorithms that implement classification in the engineering field. In through-the-wall human behavior recognition applications, classification approaches play a pivotal role since the walls seriously attenuate RF signal, which is very different from LOS scenarios. In this section, we introduce representative classifier, describe their characteristics, and analyze the specific applications.
1) SVM
SVM is a generalized linear classifier that classifies binary data according to separation hyperplane. Specifically, SVM can transform the linearly undivided samples of low-dimensional input space to divided samples of high-dimensional feature space. The purpose of this transform is to find the best separation hyperplane on the high-dimensional feature space that maximizes the interval between positive and negative samples on the training set [89] . In addition to linear classification, it can implement a non-linear classification with a kernel function. In throughthe-wall scenarios, many applications employ SVM as a classifier, such as RT-Fall [56] , R-TTWD [58] , WiHACS [69] , and WiSpy [72] .
2) KNN
KNN is a sample non-parametric algorithm for the classification and regression problems. Specifically, given a sample, KNN implements classification by measuring the distance between the sample and its neighbors to find K nearest neighbors of the sample. Then, the sample is labeled with the type that holds the largest number of samples among K neighbors. There are some KNN classification applications, such as WiSpy [72] .
3) DTW
DTW is a significant template matching method which measures the similarity between two sequences [89] . Specifically, it computes the distance between two time-series to map one onto another by local stretch or compression on time. Its output result is the cumulative distance between the two sequences. This algorithm aims to find the shortest path that measures the similarity between two sequences by dynamic programming. In CSI applications, participants perform actions with different speed and amplitude, which lead to different periods. Therefore, the classification algorithm must measure the similarity between different time sequences. DTW is a very effective method to address this question. There are some DTW classification applications, such as E-Eyes [45] , WIGeR [71] , and WiSpy [72] . Although DTW matches quickly without training, it also has some shortcomings, such as a large amount of calculation and strong dependence on a template, etc. [75] .
4) SOM NEURAL NETWORK
SOM neural network is an unsupervised learning network [90] . Specifically, this algorithm automatic finds the inherent rules and essential properties in samples by calculating network parameters automatically. It maps data from high-dimension space to low-dimension space with a competitive mechanism. As shown in Fig. 6 , the SOM neural network consists of an input layer and an output layer. The dimension of the input and output layer are determined by the size of the input vector and clustered class, respectively. Although SOM neural network can easily find the optimal solution according to adaptive weight, it may fall into local minimum due to a bad initial condition. There are some SOM neural network classification applications, such as DFS [49] .
5) BP NEURAL NETWORK
Backpropagation neural network is a multilayer feedforward network with strong nonlinear mapping ability. Specifically, backpropagation neural network consists of three layers, such as inputs layer, hidden layer, and outputs layer. The weights usually are initialized with random values and then are updated by the iteration process [91] . Specifically, this algorithm utilizes an activation function to calculate the mean square error and update the bias and weights. There are some BP neural network classification applications, such as AmpN [59] and TW-See [50] . VOLUME 7, 2019 FIGURE 6. An illustration of a SOM network [49] . 
IV. APPLICATIONS OF THROUGH-WALL CSI-BASED HUMAN BEHAVIOR RECOGNITION
Device-free human behavior recognition based on CSI has drawn great interest because it can provide extensive and long-time human action monitoring without disturbing the subjects. Especially, the through-the-wall paradigm considerably expands the application environments since this scheme can cover large monitoring area. For example, it enables us to discover a sudden falling of a person in the different rooms or measure the daily activities of the elderly all day, making the whole-day home health care available.
Firstly, we classify the state-of-art studies and applications into two categories (see Fig. 7 ): specific behavior recognition and activity inference according to the purpose of behavior identification. Specifically, specific behavior refers to particular actions, such as walking, sleeping, talking, etc. These behaviors usually hold simple action cycle and repeated rhythm. These recognitions focus on the characteristics of behaviors. Differently, behavior inference usually refers to a deduction from complex activities, such as cooking, smoking, identification authentication, and person counting. These behaviors either involve complicated action series such as cooking and smoking or need to make further inference after recognizing specific actions such as identity authentication. Secondly, we present the analysis of various factors affecting identification performance. Different from traditional behavior recognition based on CSI, any types of the wall will impede the signal propagation, leading to attenuated signal energy and distorted waveform. Therefore, both the position of senders and receivers and material of the wall will dramatically affect the recognition performance. To accurately illustrate the implementation of the state-of-art applications, we will first present the experimental setting and then analyze the components of these systems.
A. SPECIFIC BEHAVIOR RECOGNITION
Currently, there have been many research results on human recognition based on CSI due to the ubiquity of WiFi devices, the simplicity of deployment, and the accuracy of identification performance. However, through-the-wall behavior recognition is still a challenging area because the wireless signal experiences complicated distortion. After reviewing the state-of-art research and applications, we consider the specific behavior which usually owns monotonous rhythm and repeated pattern. We firstly classify the existing specific behavior recognition into two groups, such as coarsegrained behavior and fine-grained behavior according to behavior granularity (see Fig. 7 ) based on behavior range. Next, detailed comparisons and analyses of different systems components are presented.
1) COARSE-GRAINED BEHAVIOR RECOGNITION
In general, the coarse-grained behavior refers to the specific actions with large action range such as bowing, walking, etc. These actions usually hold simple periodicity and monotonous pattern. Besides, we consider falling as an important coarse-grained action which usually happens sharply and experiences a very short time. In this section, we choose the state-of-art studies and introduce their implementation.
a: DAILY BEHAVIOR RECOGNITION
Wu et al. propose a novel device-free passive throughwall human activity recognition system in 2018, called TW-See [50] , which recognizes seven daily behaviors (e.g., walking, hand swing, boxing, etc.) based on the variation of CSI value. After removing noise from CSI samples, the authors first separate the CSI measurements into physical environment values and the variation values. Then, opposite robust PCA (Or-PCA) is employed to extract the correlation between human actions and changes of CSI. Furthermore, the authors present a normalized variance sliding windows algorithm to determine the start and the end of human actions. Next, 8 features are selected and fed into a three-layer BP Neural Network with 24 neurons in the input layer, 14 neurons in hidden and 7 neurons in the output layer to identify human behavior.
In TW-See, the authors apply a mini PC as the receiver, which is installed the Linux CSI tool and Intel 5300 NIC with three antennas, and a Tenda W15E Router with one antenna as the AP and the transmitter. Three experiment environments are chosen to validate system performance. As shown in Fig. 8(a) , the AP and PC are deployed in adjacent rooms and they are separated by a 12-inch concrete wall. Each participant conducts actions in the two rooms respectively. Similarly, Fig. 8(b) describes the third environment which 
FIGURE 9.
Experiment results of different material walls [50] .
isolates the sender and receiver by using glass wall. The distance between the transmitter and the receiver is 6 m under all experiment environments.
Comprehensive experiments are conducted to validate the recognition accuracy in 3 environments with 6 participants and 2240 samples. TW-See confirms that CSI can work well under through-the-wall scenarios and achieves average 94.46% activity recognition accuracy. This system also proves our intuition that material of walls can affect signal propagation and lead to different recognition accuracy. We can obtain a distinct accuracy difference between a glass wall and a concrete wall due to different signal attenuation and waveform distortion. These results indicate that we need to consider the effect of the material of the walls when evaluating behavior recognition performance under throughthe-wall scenarios. In addition, it seems that there is a contradiction to our common idea that some materials decrease recognition accuracy for all actions. The authors found that the same material may generate different effects on different actions (see Fig. 9 ). These findings provide the definitive evidence that we must consider specific activities conducted when evaluating recognition algorithm accuracy under the through-the-wall scenario.
b: FALLING BEHAVIOR DETECTION
Zhu et al. propose a non-invasive abnormal activity detection system in 2017, called NotiFi [70] , based on the activity model using the phase and the amplitude information of CSI. The system considers slipping, falling and running, etc. as abnormal activities. The authors propose unsupervised activity analysis and identify the abnormal activities using the variation of CSI. Specifically, Zhu et al. first exploit PCA to 
FIGURE 11.
The relation between distance and accuracy [70] .
denoise and enhance the accuracy of CSI. Then the correlation between human body movement and fluctuation of CSI is leveraged. The authors design a model to describe the activity as the CSI states trajectory including amplitude and phase information, and distinguish distinct CSI trajectories. Next, the number of activities can be decided by exploiting nonparametric Bayesian model. Finally, the Hierarchical Dirichlet Process (HDP) is utilized to detect abnormal activity.
In NotiFi, the authors apply Think-pad X200 mounted an Intel 5300 NIC as a receiver and employ a wireless router TP-LINK TL-WDR4300 as AP and transmitter working on 5GHz with bandwidth channels of 20 MHz. Specifically, the receiver has two antennas while the transmitter has three antennas. As shown in Fig. 10 , the AP and PC are deployed in 3 scenarios with adjacent rooms (e.g., office, laboratory, apartment) and the distances between them increase from 2 to 10 meters. The authors also employ multiple APs ranging from one to five to evaluate system performance.
This system achieves an average recognition accuracy of 85.6% in NLOS and 75.3% in a through-one-wall scenario. Besides, the system also proves that distance between human and Rx is not the crucial feature for behavior recognition under through-the-wall environment because there is not evident difference when the distance changes as shown in Fig. 11 . This observation provides compelling evidence for the effects of distance and suggests that we can omit the distance factor when analyzing the recognition performance. Furthermore, obstruct of a signal caused by walls cannot lead to distinction for the human activities conducted as shown in Fig. 12 . This result indicates that these three walls exert similar effects for all types of activities. In other words, we VOLUME 7, 2019 FIGURE 12. Experiment environment impact on behavior recognition [70] .
can deduce effect on all activities from only one activity regardless of the specific experiment scenario.
2) FINE-GRAINED BEHAVIOR RECOGNITION
Generally speaking, the fine-grained behaviors mainly refer to a minute and periodic movements of a certain body part (e.g., chest movements caused by heartbeat and breathing) [73] . It is very challenging to recognize these actions under through-the-wall because wall severely attenuates signal power and transforms signal waveform, especially for the minute actions. Therefore, we can find that there is a particular signal processing method to capture these minute changes of CSI caused by human action under these scenarios. Currently, the fine-grained representative behavior includes many applications, such as physiological indicator detection.
a: PHYSIOLOGICAL INDICATORS DETECTION
As we know, human respiration will generate tiny chest movement. Reference [92] describes the human respiration model of common breath and deep respiration. Specifically, reference [92] thinks that the chest displacement is 12.6 mm during extremely deep respiration while it decreases to 4.2∼5.4 mm in anteroposterior dimension (see Fig. 13 ) according to [94] . Reference [95] also argues that user location and body orientation will significantly affect respiration detection according to Fresnel zone model and validates the conclusion by experiments in two cases with nine participants during three months.
In 2018, Tan et al. [51] illustrate the health-care application based on the Doppler shift of WiFi CSI and present three cases to validate his view. The authors observe that respiration causes about 0.5 to 2 cm displacement, leading to 0.25 to 1-radian phase variation on a 2.4 GHz WiFi signal or 0.6 to 2.4-radian phase variation on a 5.8 GHz WiFi signal. In another reference, the authors describe a non-contact sign of life detection using WiFi CSI wireless passive radar [93] . This system improves traditional cross ambiguity function (CAF) to extract phase based on cross-correlation. Then it employs Hampel filter to eliminate noise and mean filter to remove the static reflector interference. The experiment is conducted in an adjacent room with a 33 cm thickness wall to estimate the performance under through-the-wall scenario FIGURE 13. Physiological behavior during respiration [92] .
FIGURE 14.
Through-wall experiment environment [93] . (as shown in Fig. 14) . The WiFi signals are generated and collected with SDR architecture. This system can achieve satisfactory performance when the distance between the person and the wall is 61 cm. However, the accuracy severely decreases when the distance reaches 1 meter (as shown in Fig. 15 ). These results indicate that the position of a person is an essential factor when assessing a fine-grained human recognition under the through-the-wall scenario.
B. ACTIVITY INFERENCE
Activity inference aims to reveal the meaning of behavior rather than considering specific actions. For example, in smoking behavior recognition, after identifying each step action, we have to make an inference to determine whether this series action comprises smoking behavior. Let us take another example. When we make identification authentication, we first identify gaits, then determine who this person is. In this scenario, gait identification is just a middle processing rather than our final purpose. In this section, we analyze two representative through-the-wall activity inference research. 
1) SMOKING ACTIVITIES DETECTION
Zheng et al. propose Smokey [57] in 2016, a ubiquitous, device-free and target-dependent smoking detection system, which recognizes smoking activity by exploiting the rhythmic pattern based on CSI (see Fig. 16 ). The authors think that smoking is a complex activity including a series of arm and chest motions. Therefore, they divide the activities into six steps and investigate the changes of CSI caused by this rhythm activities. The authors prove the feasibility of recognizing smoking and obtain many important findings by experiments. These findings include the following parts: smoking affects CSI, these impacts are subcarrier-dependent, these impacts do not keep stable even in a subcarrier, and smoking generates a rhythm pattern on CSI based on a series of motions compared with daily activities. After data collecting and line interpolation, authors propose a foreground recognition inspired by an image processing algorithm to eliminate intrinsic noise. Then, counterfeit foregrounds are removed by temporal correlation and frequency correlation. Next, after getting a clean foreground composed of continuous motions, authors distinguish the smoking behavior by utilizing unique breathing pattern of smoking. Finally, the authors propose activity analysis including determining activity periodicity, calculating the standard deviation of periodicity, and designing a reasonable range of smoking period and threshold to decrease false alarm.
In Smokey, the authors apply a TP-Link WR742N router as the transmitter and a mini PC as the receiver. The transmitter and receiver are placed at ''Location C'' to validate the Smokey performance under through-the-wall scenario (see Fig. 17 ).
All in all, Smokey achieves 92.8% accuracy of the smoking activities and misjudges 2.3% of the normal activities. In addition, given the false positive rate (FPR) of 0.01, they get the true positive rate (TPR) of 0.946, 0.567 and 0.304 under LOS, NLOS, and through the wall, (as shown in Fig. 18 ). The results indicate that this system is robust to the through-the-wall scenario. However, it seems more suitable to the non-through-the-wall environment. In other words, if we want to apply this system under a throughthe-wall environment, some more advanced signal processing algorithms should be explored.
2) CROWD COUNTING
Hanif et al. [72] propose a non-invasive person counting system using commercial off-the-shelf devices in 2018, called WiSpy. The WiSpy analyzes the variation of CSI caused by human motion and identifies the number of moving targets by using the machine algorithm. Specifically, authors first collect CSI data, then utilize PCA to reduce dimensionality and decrease computation complexity. Next, a row vector transforming from PCA output forms a sample, and this sample is fed into machine learning algorithm including KNN, stochastic gradient descent (SGD), SVM, naïve Bayes (NB), and decision tree (DT) to identify the number of moving people.
In WiSpy, Hanif et al. adopt two Intel NUC boards (D54250WKH) which contain the Intel 5300 WiFi card to receive and transmit WiFi signals. Furthermore, the receiver equips three omnidirectional antennas and the transmitter connects pyramidal horn antenna to concentrate energy towards the region behind the wall (see Fig. 19 ). The system first collects CSI data when the scenario is empty, then measures the data when one, two and three persons walk behind the 13-inch thick brick wall respectively. The system infers the number of moving persons according to the output of the machine learning algorithm.
The experiment confirms that the system can effectively identify the number of walking and achieve satisfactory recognition accuracy under through-the-wall scenario (see Fig. 20 ). This system will provide us with a novel application if more walking persons can be detected.
In this section, we analyze some representative throughthe-wall applications. Specifically, we first investigate the specific implementation of these state-of-art applications including data collection, signal processing methods, behavior classification, experiment scenarios, and performance evaluation. Especially, we emphasize the through-the-wall environment because the wireless signal can be seriously attenuated and the waveform can be severely distorted by the wall. Therefore, the recognition accuracy may be very different between LOS and NLOS environment. These conclusions have been proved by these observations and experiments of these applications. In addition, we also consider the effect of different wall materials, such as a concrete wall or glass wall. We present some comparisons of recognition accuracy of some experiments conducted in different rooms, which validates that these systems are stable and robust.
V. DISCUSSION
In this section, we investigate the state-of-art through-thewall applications based on CSI and analyze the behavior recognition procedures including signal collection, signal preprocessing, feature extraction, and classification methods. As shown in Table 4 , we highlight the critical differences between LOS and through-the-wall scenarios from many aspects and illustrate the main characteristics of throughthe-wall applications. Specifically, we discuss the techniques applied in these applications, evaluate the performance of them, compare the settings of the experimental environment and analyze various factors affecting system performance. Different from Table 1, Table 4 emphasizes and compares the differences between non-through-the-wall and throughthe-wall scenarios. We leverage this table to analyze system performance and discuss the main factors that affect the recognition accuracy of across wall applications. We discuss these main contents from the following two parts including signal processing procedure and system performance.
A. FROM RECOGNITION PROCESS, BEHAVIOR TYPES AND ENVIRONMENT ASPECTS
CSI signal is significantly affected by environmental changes, which can be exploited to recognize human behavior. Walls can dramatically change CSI signal propagation rules. We investigate the state-of-art applications and present the comparison from the following parts including signal processing, human behavior types, classification methods, and the experimental environments. These parts are the major contributors to determining system performance. The analysis of these factors assists us in improving recognition accuracy.
1) SIGNAL PROCESSING METHODS
Due to environmental noise and the block of walls on signal propagation, it is necessary to filter those adverse effects. As shown in Table 1 , almost all of the systems apply various filters to eliminate different frequency noise and enhance recognition accuracy. Besides, most systems employ the PCA to remove complex noise which may come from item arrangement and walls because they bring about the strong effect on signal propagation. Different from these applications, many systems based on LOS utilize PCA sometimes. Some through-the-wall applications adopt DWT to add frequency partition and remove the noise because it can improve frequency resolution, which may be crucial to the abrupt variation of frequency. In summary, the signal preprocessing methods can be applied in LOS and through-the-wall scenarios. Some of them may be more suitable for complicated environments (e.g., through-the-wall scenarios), such as PCA and DWT.
2) CLASSIFICATION METHODS
As shown in Table 1 , the applied classification methods include SVM, DTW, and neural network, etc. These methods are also widely applied to various behavior recognition. Although CSI is severely affected by the walls, the signal keeps useful features since the noise has been removed after being preprocessed. We find that there is no apparent difference in the CSI signal between LOS and through-thewall scenarios. The selection of classifier usually is based on feature dimension and data type. Therefore, we can choose conventional classifier to identify different actions. Patternbased applications can apply a variety of algorithms, such as machine learning and deep learning methods. WiSpy [72] proves that decision tree achieves the best recognition accuracy compared with other machine algorithms when counting the number of persons across a 13-inch thick brick wall. All in all, through-the-wall environment does not bring about the apparent differences in classifier selection and can exploit traditional machine learning algorithms. 
3) TYPES OF HUMAN BEHAVIOR
The behavior types applied in through-the-wall scenarios are different among the specific applications. We divide the applications into three categories, including specific behaviors, daily actions, and activity inference. Specific behaviors include respiration and pronunciation detection, which can be recognized in LOS and NLOS scenarios and have been studied in detail. Besides, we have to make special VOLUME 7, 2019 processing, such as signal characteristic analysis, start point detection, and signal segmentation. Daily actions contain common standing, walking, running, etc. In order to evaluate the system performance, these applications usually conduct 6-8 types of actions. Some applications just apply walking to assess their methods. From Table 1 , we find that these actions are similar under LOS and through-the-wall scenarios. Activity inference includes smoking identification and identity authentication. They can be recognized under LOS and through-the-wall scenarios. In summary, from the view of actions, the actions performed in a through-thewall scenario have no evident difference from LOS scenarios. In other words, the through-the-wall environment does not lead to different action pattern compared with LOS applications.
4) EXPERIMENTAL ENVIRONMENTS
Although some applications discuss behavior recognition based on CSI under across wall scenarios, their algorithms work better under the LOS scenarios because authors usually focus on the indoor environment instead of across walls when developing the algorithm. To prove the robustness of the method, these authors may evaluate these algorithms under the through-the-wall scenarios. These through-the-wall environments are the supplements to test scenarios. Therefore, they do not specifically concentrate on the characteristics and effect of walls. Meanwhile, authors usually seldom discuss the features about wall test, such as material and person position. We present the description of the test environment across the wall. Many applications validating their system robustness across walls do not present the concrete description about wall information, such as E-Eyes [45] , TensorBeat [52] , WiHACS [69] , WiseFi [64] , Smokey [57] , and NotiFi [70] . Some systems simply describe the material of the wall, such as WiHear [67] (6 inches wall), WiSpy [72] (13 inches brick wall), AmpN [59] (a hollow wall). Tan proposes 3 throughthe-wall applications and sets different scenarios. The first is a standard brick/block cavity wall with 33 cm thickness [93] , the second is a brick wall with 22 cm thickness [96] , and the last is a wall with 30 cm thickness [97] .
Some systems focus on through-the-wall applications, which provide more environment settings and analyze the effect of parameter changes. These applications include DFS [49] , R-TTWD [58] , TW-See [50] , and WIGeR [71] , as shown in Table 4 . DFS tests the through-the-wall performance with two scenarios. These two scenarios separate the transceiver with two different rooms. The first room has two concrete walls and another room has a glass wall on one side and a concrete wall on another side. R-TTWD applies two walls to evaluate system performance. The first one is a hollow wall and another one is a concrete wall. TW-See employs 3 environments to evaluate system performance. The test 1 and test 2 use a concrete wall with 12 inches and the test 3 use a special wall whose top and bottom of the wall is glass and concrete material, respectively. WIGeR evaluates the system performance with two rooms and different user positions. The two scenarios follow the arrangement that the AP and DP are separated by a wall and the distance between them is about 3.5 m. The first scenario is set as follow. The AP and the user are in the same room, but the DP is in the interior lab room. The distance between the DP and the user is about 3 m, and the user is approximately 2 m away from the AP. The second scenario is set as follow. The DP and the user are in the interior lab room while the AP is in the main lab room. The distance between the DP and the user is 2 m, and the user is approximately 4 m away from the AP.
When presenting the signal processing procedure, we focus on the main features above and emphasize the unique characteristics of through-the-wall applications. Based on these statements, we discuss the performance of these across wall systems and highlight the effect of the environment from these specific applications.
B. FROM RECOGNITION PERFORMANCE ASPECT
Because there is not a standard dataset, the experimental environment usually is arranged according to authors' need. Therefore, the size of the test room and the position of the transceiver are very different, leading to different test performance. As a result, it is difficult to evaluate the algorithms used by these applications. We estimate the algorithm performance on the basis of the specific application and present the effect on recognition accuracy when using different walls. Next, we select some representative applications to evaluate the across wall systems.
NotiFi [70] evaluates the system performance by using the different distance between human and Rx and different test environments. The results show that the distance does not markedly affect recognition accuracy and different activities keep the same pattern in three test environments. These results indicate that recognition accuracy of across walls decreases compared with LOS scenarios. However, the distance and types of activities do not change the main trend and they can be set at a fixed value when considering the abnormal activity detection, which is the informative guide to design similar recognition system. DFS [49] validates system performance using some features including DFS-T, DFS-H, DFS-CH, and DFS-CHB under two through-the-wall scenarios. These two scenarios use two walls to separate the transceivers. The results show that DFS-CHB brings about the best recognition accuracy in two across environments compared with other features. Meanwhile, the system considers the effect of measurement matrices and the number of channels. Experiments show that the combination of amplitude and phase information can provide more useful information and improve recognition accuracy. And more channels we use, the better recognition performance we can achieve.
TW-See [50] evaluates the system performance by comparing the effect of concrete wall on different activities. The results show that the different rooms with the same thickness of the wall can generate different recognition accuracy and the trend of accuracy changes keeps stable in different rooms. These results indicate that the environment can exert more effect on recognition accuracy than the wall. This system also proves that different material of walls leads to different recognition accuracy for different activities. For example, concrete wall decreases recognition accuracy for falling while increase recognition accuracy for boxing compared with glass wall. The system does not use the same room with different wall materials. Therefore, the direct comparison of the effect of different material is not available. Meanwhile, it does not provide LOS activity recognition. Therefore, we cannot model the effect of one specific wall.
R-TTWD [58] evaluates the system performance with different rooms, including the meeting room and the office room. The transceivers are separated by a hollow wall and a concrete wall on these scenarios, respectively. The system confirms that R-TTWD algorithm achieves more TP rate compared with eigenvalue-based and variance-based methods. It also tests a challenging scenario with a hollow wall. The TX and RX are arranged in a room while the person walks in another room. These experiments prove that moving detection of the person can be effectively recognized across different types of walls.
WIGeR [71] recognizes different gestures under across walls. The recognition accuracy is very similar and there are no apparent differences between LOS and the throughthe-wall scenarios. The results indicate that WIGeR achieves symbol gesture recognition under these environments, which illustrates that the wall does not significantly affect identification performance.
Tan [93] checks the phase variation under through-the-wall scenario and does not present further performance analysis. Tan [96] confirms the rationale that human gesture can be recognized using Doppler shift across walls. Tan [97] confirms through-the-wall person detection for one person or two persons. It also discusses the distance changes between the person and the wall from 1 m, 5 m, and 10 m, which is seldom involved in other through-the-wall studies. Besides, it validates the feasibility of gesture detection in through-thewall scenarios.
Based on the above analysis, we find that we have to face many challenges when recognizing human behavior in across wall scenarios because walls seriously affect CSI signal propagation path, transform signal waveform, and attenuate signal power. In this part, we sum up the useful findings and describe them from the following three aspects including activity types, user position, and material of walls. Firstly, for different applications, the effect of the wall is different. For example, abnormal activity detection of five specific actions can achieve similar results for LOS and NLOS, while specific gesture recognition accuracy varies when across one wall or two walls. Different granularity behavior leads to different recognition accuracy. For example, for respiration detection, through-the-wall applications can achieve satisfactory accuracy [93] , for smoking detection, the accuracy of across wall severely decreases, and for other daily activities, the accuracy of through walls changes from 85% to 95%. Secondly, a different position has a different effect on the accuracy of recognition. For example, for abnormal activity detection, the distance changes do not affect recognition accuracy [70] , for localization and recognition, the recognition accuracy keeps stable when distance increases [64] , and for respiration, recognition accuracy decreases when the distance is above 1 meter [93] . Thirdly, different material of the wall affects recognition accuracy. For example, concrete wall and glass wall generate different recognition accuracy for different daily actions [50] and identification accuracy keeps relatively stable for hollow wall and concrete wall for moving person detection [58] .
In summary, it is challenging to identify human behavior leveraging CSI across walls because there is no mathematical or physical model to depict signal changes caused by wall. From our investigation and comparison, we find that current studies about through-the-wall behavior recognition achieve preliminary results and do not obtain a general conclusion. Although these studies confirm the feasibility of through-the-wall behavior recognition, they do not conduct an extensive discussion about the effect of material of the wall, position of a person, and types of actions. Because of the property of propagation of CSI, it exhibits a powerful ability to recognize human behavior under across walls scenarios. However, the definite effect and general conclusion remain unclear. We hope that this paper will provide a piece of essential information for behavior recognition across the wall and facilitate the development of these typical applications.
VI. ISSUES AND FUTURE TREND
Although there have been some through-wall behavior recognition implementations based on WiFi CSI, we have to face many challenges in theory research and empirical application. In this section, we present some open issues, analyze their effects on recognition performance, and provide some potential solutions.
A. EXPERIMENTAL ENVIRONMENT
At present, many experiments are conducted in some simple environments. Therefore, these experiments do not always guarantee the robust of the system. In through-the-wall scenarios, many factors such as the material and thickness of the wall significantly affect recognition performance. However, many studies do not analyze this question in experiments. Currently, a few studies involve this question, such as DFS [49] and WiHACS [69] . DFS applies two types of the walls in the experiment including glass wall and concrete wall and discusses the effect of the kinds of the wall on recognition accuracy. WiHACS [69] recognizes seven daily behaviors in one-wall and two-wall environments. Although the two papers discuss these questions, there remains a need for detail analysis about performance under through-the-wall environments. VOLUME 7, 2019 B. THEORY MODEL Wireless signal propagation conforms fundamental physical laws and can be depicted with mathematical formula when a signal travels under LOS scenario. However, when it propagates through the wall, many complex environmental factors contribute to signal distortion. As we all know, human behavior affects signal propagation and generates a complex transformation of CSI. It is challenging to build a physical model to interpret the effect of human behavior on CSI variation under LOS environments. This situation deteriorates under through-the-wall environment. Currently, some behavior recognition works have been done on the theoretical model [3] , [75] , however, little work has been done in through-the-wall scenarios using a theoretical model. Many studies employ pattern-based behavior recognition under through-the-wall environments due to the complexity of the model. Therefore, it is an important research topic in the future since it can give us a simple and accurate physical description without large measurement data.
VII. CONCLUSION
Currently, device-free behavior recognition has become a hot research topic because it enables us to implement more convenient action monitoring with many attractive benefits, such as without sensor wearing and privacy violation. The behavior recognition based on CSI not only provides us with the advantages of the device-free pattern but also helps us to implement target monitoring in many different rooms because WiFi can propagate through the wall. Therefore, through-wall human behavior recognition is becoming a significant research field and drawing more attention. The present paper presents a survey of the state-of-art progresses in device-free through-the-wall human behavior recognition based on WiFi CSI. This paper gives a detailed introduction and comprehensive analysis of WiFi CSI-based through-wall behavior recognition. Firstly, this paper introduces the fundamental principles of human behavior based on WiFi CSI. Secondly, this paper presents the architecture of through-wall action recognition and analyzes behavior recognition procedures, including signal preprocessing, feature extraction, and actions classification. Next, it categorizes the existing through-the-wall studies and applications into two groups: specific behavior recognition and activity inference and presents a detailed analysis about these two groups. Then, this paper gives a detailed discussion about critical factors that affect behavior recognition performance. The system performance is comprehensively evaluated and analyzed under various experimental environments to obtain some general conclusions. Finally, this article concludes by providing existing problems, open issues, and future research trend. 
